
“A Common-sense Approach to Confidentiality/Information Sharing” 

1. Basis of Workshop 

I do not believe that frustration and confusion arises principally from a lack of understanding 
about what can and cannot be shared with service users, families and carers (jointly 
“customers”). The majority are aware of their basic rights in this respect or know that advice 
is readily available from the Information Commissioner’s Office (“ICO”)i. 

Frustration, confusion and indeed anger are more likely to arise from the failure of SHNFT 
officials to comply with the legislation, thereby concealing the truth, obfuscating complaint 
investigations and perverting regulatory inquiries. 

        Therefore, pre-requisites in order of priority are: 

1.1 A competent and credibly independent Caldicott Guardian. 
 

1.2 A competent and robust, autonomous Information Governance Team, prepared to defy 
and whistle-blow on Trust Directors, Consultants and other staff, who attempt to cover-
up mistakes and conceal the truth. 

 
1.3 A robust and autonomous Complaints Team, fully trained in information governance law 

(and the guidance thereto) and prepared to defy and whistle-blow on Trust Directors, 
Consultants and others, who attempt to cover-up mistakes and conceal the truth. 

 
1.4 Training of all relevant medical and administrative staff in relation to medical ethics and 

the law, information sharing, honesty and transparency. 

Unless these pre-requisites are addressed in short order, customers will become even more 
angered on realising that the Trust knows exactly what can be shared but fails to do so.  

To avoid doubt, this should not be interpreted as meaning that this exercise is unnecessary: it 
is just a forewarning of what the Trust can expect if it does not reform its culture and attitude 
to disclosure simultaneously.  

2. The Common-sense Approach 

The ICO promotes this approach already in its paper, ‘Data Protection Myths and Realities’ 
[2006] (attached). It states, inter alia: 

“Data protection law reinforces common sense rules of information handling, which most 
organisations try to follow anyway. It is there to ensure that organisations manage the 
personal information they hold in a sensible way [my emphasis].” 

“Some organisations continue to use the Data Protection Act 1998 as an excuse not to 
do something, rather than seeing it as good business sense to treat their customers and 
their information with respect.” 

 The second of these quotations characterises SHNFT’s past and current conduct precisely.  

There is little point in developing a common-sense approach when there is no evidence that 
anyone in the Trust is prepared even to act in accordance the Data Protection Act 1998 
(“DPA”) and other legislation or to act as prescribed by the Information Commissioner and the 
Department of Health – and this criticism extends to the Caldicott Guardian. 
 
 
 



3. Legislation 

There is a raft of legislation under which personal data can be shared. For example: 

3.1 DPA: the most commonly known law relating to customer data. However, it is important 
to understand that this Act only applies to living data subjects. 

3.2  Freedom of Information Act 2000 (“FOI”): disclosures under this Act will be placed in the 
public domain so it is normally inappropriate for sharing sensitive personal data. 

3.3 Human Rights Act 1998: Article 8 of the European Convention on Human Rights gives 
everyone the right to respect for his private and family life, his home and his 
correspondence. This is relevant to sharing personal data: it also requires personal data 
to be accurate and complete. 
 

3.4 Access to Medical Reports Act 1988: establishes a right of access to reports relating to 
customers provided by medical practitioners for insurance and employment purposes. 
Customers should ask for sight of draft reports before submission to check for accuracy.   

 
3.5 Access to Health Records Act 1990: establishes a right of access to health records by the 

individuals concerned and other persons; to provide for correction of inaccurate health 
records; to avoid certain contractual obligations; and for connected purposes. 
 
Unlike the DPA, this Act applies equally to deceased data subjects. It is commonly used 
by patients’ personal representatives and any persons who may have a claim arising out 
of a service user’s death. 
 

3.6 Medical Act 1983: requires doctors’ employers to release service users’ personal data to 
the General Medical Council (“GMC”) to assist disciplinary enquiries.  
 
Customers should request sight of data supplied to the GMC to ensure it is both accurate 
and complete. It is not unknown for SHNFT to ‘accidentally’ lose or withhold records 
containing prima facie evidence of misconduct.   

 
3.7 There are several similar Acts requiring disclosure to other professional Regulators and 

to Ombudsmen. Customers should request sight of data supplied to these organisation 
for the same reason as checking disclosures to the GMC.    

 
3.8  The Contracts (Rights of Third Parties) Act 1999.  

 
There are circumstances in which customers can be an identifiable third party to a 
contract, for example if SHNFT contracts an independent organisation to carry out an 
investigation into a complaint. Under these circumstances, third parties (normally 
customers) implicitly or explicitly identifiable in the contract are entitled to a copy.  

 
Disclosure reassures customers that there is nothing in the contract (a.k.a. Terms and 
Conditions of Engagement) that contradicts/overrides the Terms of Reference for the 
complaint investigation itself. 

 
The Acts at (3.3) and (3.8) are problematic because they do not fall within the remit of the 
ICOꜞ and so provide an easier opportunity for covering-up mistakes and concealing the truth 
because customers only recourse is to the Court.  

It requires a fundamental change of culture for SHNFT staff to act reasonably and with 
common sense in respect of all these Acts. 

 



4. Medical Ethics & Law 

If there is doubt that sharing data is permissible under DPA (and/or other legislation), initially 
it becomes an ethical issue, which should be considered by the Clinical Ethics Committee 
without recourse to lawyers but with input from the relevant customer(s). 

4.1  The Interim Chair believes there are circumstances in which it is ethically appropriate to 
break the law. I quote the Minutes of the Board Meeting on Tuesday 28 March 2017:  

“Alan Yates advised in response to the question that… more rarely it could be the 
case that observing the law was not in a patient or the public’s interest.” 

This is consistent with the ‘common sense’ approach suggested by the ICO at (2) above.  

However, as the ICO also recognises that many organisations use the law as an excuse 
not to do something, again it requires a fundamental change of culture for SHNFT staff 
to act reasonably, with common sense and consult the Clinical Ethics Committee in an 
open and transparent way when faced with such conundrums.  

4.2 There is a whole chapter on ‘Confidentiality’ in ‘Medical Ethics & Law’ [2008], a book 
already in the possession of the Trust. I quote, for example: 

“There is little risk to a doctor exercising discretion as long as he acted thoughtfully 
and could provide a coherent explanation for his action.” 

“Sharing information about diagnosis, treatment and prognosis with close relatives 
or key carers would normally be seen as in a patient’s best interests.”  

4.3 In a mental health setting, it should be borne in mind that seriously unwell patients can 
be amazingly cunning in convincing doctors that they are, ‘sane’: they can be extremely 
‘street wise’: It is not unknown for psychotic patients to behave as if they are just hyper- 
active and have insight in front of a medical professional: they ‘know the ropes.’  

Also, if a doctor has any doubt that a patient is capable of making a rational decision, 
he/she is required to take into account a pre-expressed instruction to disclose data to 
family members and/or carers: I refer to (5.1) below.  

Failing that, doctors have two options: 

i) They can (and probably would) claim that, in their clinical judgement, a patient 
was capable of making the decision at the time, i.e. a ‘cop-out’. 

  
ii) They can act thoughtfully, rationalise their decision, exercise common sense and 

share information about diagnosis, treatment and prognosis with close relatives or 
key carers if it would be in a patient’s best interests to do so. 

Again, it requires a fundamental change of culture for SHNFT staff to act reasonably in 
these circumstances and not automatically take the ‘cop out’ option.  

5. Data Sharing Code of Practice 
 
The ICO publishes guidelines on various aspects of the DPA. By definition, the ‘Data Sharing 
Code of Practice’ [2011] (“the Code”) is most relevant to this paper. It applies to the DPA and 
the FOI but the same principles can apply to other legislation that permits data sharing: 

“The majority of the code will apply to all data sharing regardless of its scale and 
context…. The code can be used in evidence in any legal proceedings, not just 
proceedings under the DPA.” 



5.1 It is untrue that consent to share must be in writing. The Data Protection Directive 
defines ‘the data subject’s consent’ as: 
 

“Any freely given specific and informed indication of his wishes by which the data 
subject signifies his agreement to personal data relating to him being processed.  

The Code clarifies this: 

“There must be some form of active communication where the individual knowingly 
indicates consent.”  

       “Active communication” can be verbal but should be entered in a patient’s notes. 

However, whilst consent provides a basis on which SHNFT can share personal data:  

“The ICO recognises that it is not always achievable or even desirable.”  
 
5.2 Sharing sensitive personal information without the individual’s knowledge depends 

primarily on professional judgement.  
 

“The ICO will give due weight to compliance with authoritative professional 
guidance in determining whether there has been a breach of the DPA. Therefore, it 
is very much in the interests of organisations and individual employees to be aware 
of any professional guidance or ethical rules that are likely to be relevant to the 
type of decisions about disclosing personal data that they may be asked to make.” 

 
This engrosses professional guidance and medical ethics into data sharing principles and 
is consistent with (4) above.    

 
5.3    There is prima facie proof that Southern Health does not correct inaccurate data after it 

has been shared. The Code states explicitly [abbreviated]:   

“You should ensure that procedures are in place for amending data after it has 
been shared… [for example if] the data subject notifies you of an inaccuracy, or 
they have asked you to update their details…. If the data is intended for ongoing 
use then it could be necessary for all the organisations holding it to amend it.” 

Failure to share corrected data with those with whom the original data has been shared 
is another ruse to cover-up mistakes and conceal the truth. 

5.4   The individual does not have an unqualified right to stop personal data being shared. 
Organisations do not need to comply with a data subject’s request not to share: 

“Unless there is damage or distress and this is substantial and unwarranted.”  

This is of special interest to families/carers of the bereaved because SHNFT cannot argue 
that substantial, unwarranted damage or distress can be caused to a deceased person. 
Conversely, refusal to disclose is likely to cause substantial, unwarranted damage or 
distress to bereaved families/carers themselves. 

Families/carers of living patients can use a similar argument but it will be more difficult 
(especially with SHNFT) to establish that no damage or distress will be caused. 

Whilst these four examples are of special relevance to this paper, SHNFT would benefit from 
training its staff on the entire contents of the Code.  

 



6. Case Studies 
 
I can illustrate with specific examples all implicit and explicit criticism of SHNFT in this paper 
and will do so on request.  
 
However, I believe that, in the context of the workshop, it is better to allow those attending to 
provide examples from their own experience. 
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ADDITIONAL GUIDANCE 
 
LEGAL PROFESSIONAL PRIVILEGE (“LPP”) & LEGAL ADVICE PRIVILEGE (“LAP”) 
 
Customers should be aware of the nature of LPP, under which correspondence between solicitors 
and/or barristers and their clients and advice provided that way are not disclosable. For the 
avoidance of doubt, LAP is one of two sub-heads of LPP – the other being LP (Litigation Privilege). 
 
SHNFT’s Head of Legal Services and her team are not practising solicitors/barristers/lawyers. Thus, 
LPP does not apply to correspondence between SHNFT’s ‘Legal Services’ team and staff or to legal 
advice provided direct. Such correspondence is fully disclosable under the DPA and other Acts.  
 
I quote Lord Neuberger, President of the Supreme Court in R (on the application of Prudential plc 
and another) v Special Commissioner of Income Tax and another [2013] UKSC 1. 
  

“I consider that we should not extend LAP to communications in connection with advice 
given by professional people other than lawyers, even where that advice is legal advice 
which that professional person is qualified to give [my emphasis].” 
 

However, in instances where SHNFT’s Legal Team simply forwards to staff legal advice provided by 
external practising solicitors or Counsel, this is covered by LPP and its sub-heads. 
 
ACCESS TO HEALTH RECORDS ACT 1990: (3.5) above 
 
This extract from material used at the workshop is (at best) misleading and (at worst) wrong:  
 
 “There are only two criteria to allow access: 

 The applicant is the deceased persons (sic) representative – i.e. executor of a will.  
 The applicant has a claim arising from the death.” 

 
There are two errors in this: 
 

i) The Act does not state that access is permissible if, “The applicant has a claim arising 
from the death”, which means that the applicant has a definite claim. Section 3(f) of the 
Act states specifically: 

 
“Any person who may have a claim arising out of the patient’s death [my bold].” 

 
Clearly, many bereaved families may have a claim but do not know if it is potentially 
valid without sight of the records. A claim is made by a person wanting compensation, 
payment, reimbursement of losses, injury/distress due to negligence etc. In this context, 
a ‘claim’ includes a ‘complaint’ when they share these objectives. Ipso facto, if they have 
a complaint under these heads, they may have a claim so disclosure is required. 



ii) The Trust’s definition of a deceased person’s representative is misleadingly limited. 
Firstly, not every deceased person has a Will. The executor or administrator is the only 
person permitted to dispose of a deceased person’s property. It defies common sense to 
suggest that the same rule applies to other issues relating to deceased persons. 
 
Moreover, if a person dies intestate and has living parents but no living husband, 
partner, children, grandchildren or other direct descendants, the estate is shared equally 
between the parents. This is not necessarily unusual when the deceased is a person with 
severe mental health problems and/or learning difficulties. 
 
On issues other than property (money and other assets), the deceased person’s 
representative extends to any person who regularly acted for the deceased whilst they 
were still alive. For those with dementia, severe mental health problems and learning 
disabilities, it is probable that close family members/carers of the deceased person will 
have acted regularly for the deceased, whilst they were still alive. 
 
My deceased mother had none of these conditions but I obtained her health records on 
the basis that I had acted regularly for her. This was sufficient for the NHS in Swindon 
and even (in respect of a safeguarding report) Wiltshire Police to disclose to me. It 
should be sufficient for Southern Health too. The applicant also must be able to 
demonstrate that it is necessary for him/her to have access to the record (in my 
mother’s case, it was for a complaint). Then, the Trust must: 

 
 Establish the nature of the relationship between the requester and the deceased.  
 Look for evidence of the relationship in the case record, for example if discussions 

between medical professionals and the requester took place before death. 
 Consider if the requester was involved in providing information for the records in 

the first place. This is highly likely in mental illness and learning disability cases.  
 Consider all the circumstances and be reasonable.  

 
Therefore, the least Southern Health should have used was “e.g. executor of a will” not 
“i.e.” However, if the Trust truly wanted to be honest, open and transparent, it would 
have provided more details and further specific examples. 
 

COMPLAINTS – COMMON LAW & HUMAN RIGHTS ACT 1998 
 
Withholding data from bereaved relatives, who wish to complain, also represents ‘denial of natural 
justice’, which requires an absence of bias and the right to a fair hearing. In Ridge v Baldwin [1964] 
AC 400, the House of Lords established that this legal doctrine extends to non-judicial decisions and 
that decisions made when there is a ‘denial of natural justice’ are void. Article 6 of the European 
Convention on Human Rights affords complainants the right to a fair hearing too.  
 
SUMMARY 
 
In short, there is still no evidence of common-sense in the Trust’s attitude to disclosure. Once 
again, the Trust appears to have engaged in a process intended to show that the culture is 
improving but has achieved exactly the opposite by distorting and/or omitting facts. 
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The ICO’s remit includes The Data Protection Act 1998, The Freedom of Information Act 2000, The Privacy and 
Electronic Communications (EC Directive) Regulations 2003, The Environmental Information Regulations 2004, 
The INSPIRE Regulations 2009 and The Re-use of Public Sector Information Regulations 2015. 

                                                             


